NHOPOPMANMOHHASA MAMATKA JUIA OBYYAIOINUXCA

C KaxIbIM I'OJJOM MOJIOAEKU B HMHTEPHETE CTAHOBUTCSI OOJIbIIE, a IIKOJBHUKH OJHU U3 CAMBIX
aKTUBHBIX IoJIb30BaTesield PyHera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HECET U MpoOeMbl. DTa MaMATKa JI0JKHAa TOMOYb Tebe 6€3011aCHO HaXOIUThCS B CETH.

KOMIIBIOTEPHBIE BUPYCbI

KoMmnploTepHBlii BHpPYyC - 3TO pa3HOBUJIHOCTb KOMIIBIOTEPHBIX MPOTPaMM, OTJIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCSI CITOCOOHOCTh K pa3MHOXKEHUI0. B 0moiHeHre K 3TOMY, BUPYCHI
MOTYT TMOBPEAUTHh WJIM IMOJHOCTBIO YHHUYTOXHUTH Bce (ailibl U JlaHHbIe, MOJKOHTPOJBHBIC
II0JIb30BATENI0, OT UMEHHU KOTOPOTO Oblila 3amylleHa 3apakKeHHasl MporpaMMa, a TaKKe MOBPEAUTH
WIHM J1aK€ YHUYTOXXHUTh OIEPAIlMOHHYIO CHCTEMY cO BceMu (aiiamu B LeiaoM. B OonbmmHCTBE
CIIy4aeB paclpOCTPAHSIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTo/1bl 3a1IMTHI OT BPEAOHOCHBIX MPOTrPaMM:

Hcnons3yii COBPEMEHHBIE OIEPAlMOHHBIE CUCTEMBI, UMEIOIIUE CEPbE3HBIM YPOBEHb 3aIlUTBI OT
BPEJOHOCHBIX IPOrPaMM;

[ToctosnHo  ycraHaBnuBaii  madytu  (mudpoBbIe  3amjaTKA, KOTOpPhIE  aBTOMATHUYECKHU
YCTAHABIIMBAIOTCS C LIENBIO T0PA0OTKM MPOrpaMMbl) U JApyrue OOHOBIIEHUS CBOEW OIEpaliMOHHON
cucteMbl. CkauuBail X TOJbKO ¢ odumumansHOoro caira paspadorunka OC. Eciam cymectByeT
PEXKUM aBTOMAaTUYECKOTO OOHOBJICHHUS, BKIIIOYH €T0;

Pabotaii Ha cBoeM KOMIIbIOTEpE MMOJ MpaBaMH IOJb30BATENS, @ HE aJMUHHUCTpaTropa. JTO He
NO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX IMPOTrpaMM HHCTANIMPOBATHCS HA TBOEM IEPCOHATIBHOM
KOMITBIOTEPE;

Ucnone3yldi  aHTUBUPYCHBIE TpPOTrpaMMHBIE  MPOAYKTHl ~ U3BECTHBIX  IMPOU3BOJUTENEH, C
aBTOMaTHYCCKUM OOHOBJICHHEM 0a3;

Orpannyb pU3NYECKUN JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIHI;

Hcnonp3yii BHENIHUE HOCUTENHM MH(POpPMAIUK, Takue Kak (iemka, AUCK Win (aill u3 MHTepHeTa,
TOJIKO U3 MPOBEPEHHBIX HCTOYHUKOB;

He oTkpbiBail KOMIBIOTEpHBIE (ailyibl, MOJYUYEHHbIE U3 HEHA/IEKHBIX UCTOYHUKOB. J{axe Te Qailibl,
KOTOpPBIE MTPUCIIAIT TBOW 3HAKOMBIiA. Jlydllie yTOuHU y HEro, OTIPaBIsI JIU OH TEOE HX.

CETU WI-FI

Wi-Fi - 310 He BHJ Mepeaayn JaHHBIX, HE TEXHOJIOTHsS, a BCEro JUIIb OpeHsa, Mapka. Eme B 1991
rofy HUAEpiaHackas KommaHus 3apeructpupoBana Openn "WECA", uro o0603Hauano
cinoBocouetanue "Wireless Fidelity", koTopslit mepeBoauTcs kKak "0ecrnpoBogHasi TOUHOCTD'.

Jlo Hamero BpemMeHu jonuia Apyras abOpeBuarypa, KOTopas SBJISIETCS TaKOW K€ TEXHOJIOTHEH. ITO
ab0peBuatypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIEH 3BYKOBOM
texuuku Hi-Fi, uTo B mepeBose o3HavaeT "BbICOKAs TOUHOCTH".

Ha, OecniaTHBII WHTEPHET-AOCTYNl B Kade, OTENsAX U adponoprax sBISETCA OTIUYHOUN
BO3MOKHOCTBIO BBIXOZa B MHTepHET. HO MHOIHE 3KCIEepPThl CUUTAIOT, 4TO 00ImeaocTymnHbie Wi-Fi
CETH HE SIBIIAIOTCS 0€30MaCHBIMH.

CoBeThl 110 0€30MaCHOCTH PabOThI B 00IIeI0CTYIHBIX ceTsax Wi-fi:

He mepenamaii cBoro nuunyro uHbopmaluioo udepes obmenoctynaeie Wi-Fi cetu. Paborast B HEX,
YKEJIaTeTbHO HEe BBOJUTH MAPOJIH JTOCTYIIA, JIOTHHBI M KaKUe-TO HOMEpa;

Hcnonp3yii 1 OOHOBISH aHTUBUPYCHBIE POTPaMMBbI M OpaHamayep. TemM caMbIM Thl 00€30MacHIlb
ce0s OT 3aKauKu BUpyca Ha TBOE YCTPOMCTBO;

[Tpu ucnonwzoBanuu Wi-Fi otxmmtoun Gynkuuro "O6mmit qoctyn K daiinam u npuatepam". JlanHas
(GyHKIUS 3aKphITa IO YMOJYaHHIO, OJTHAKO HEKOTOPHIC MOIh30BATEIN AKTUBUPYIOT €€ [Tl yao0cTBa
UCIIOJIb30BaHUSI B paboTe WiM yueobe;

He wucnone3yit nmyOomwmunsiik WI-FI ans mepegaum JAWYHBIX JTaHHBIX, HalpuUMep JIs BBIXOJa B
COIMAIbHBIE CETH WJIUA B 3JIEKTPOHHYIO MOYTY;

Ucnonw3yii Tonpko 3ammineHHoe coeaunenue uyepe3 HTTPS, a ne HTTP, T.e. npu Habope BeO-
anpeca BBoAu uMeHHO "https://";



B moOuneHOM Tenedone otkmoun (yskumio "llomkmrouenne k Wi-Fi aBromaTtmuecku". He
JOMyCKail aBTOMAaTHYECKOT0 MOJKIIOUEHHs ycTpoiicTBa K ceTssM Wi-Fi 6e3 TBoero coriacusi.

COLUAJIBHBIE CETH

ConuanpHble CETH AKTUBHO BXOJAT B HANly JKU3Hb, MHOTHE JIOAM pabOTalOT U KUBYT TaM
HOCTOSIHHO. MHOTrue MoJIb30BaTeNd HE IOHUMAIOT, 4YTO HH(pOpMalus, pa3MelleHHas HUMH B
COLIMANIBHBIX CETSIX, MOXET OBITh HaiiilecHa W HCIOJb30BaHA KEM YIOAHO, B TOM 4YHUCIE HE
00s3aTeNbHO ¢ O0JaruMu HaMEpPEHUSIMHU.

OCHOBHBIE COBETHI 110 OE30MTACHOCTH B COL[UAJIBHBIX CETAX:

Orpanuub cIMCOK Apy3ei. ¥ Te0s B APYy3bsX HE JOJKHO OBITh CIydYalHBIX U HE3HAKOMBIX JIIOJIEH;
3amumiail cBO 4acTHYIO Ku3Hb. He yka3biBail mapomu, TenedoHsl, ajgpeca, 1aTy TBOETO POKACHHUS
U JPYyrylo JUYHYI0 UHPOpPMALKIO. 3I0YyMBIIIEHHUKH MOTYT HUCIOJIb30BaTh Jake MH(OPMALUIO O
TOM, KaK Thl U TBOU POJUTENH IIJIAHUPYETE NPOBECTH KAHUKYIIBI;

3amminail CBOI0 pernyTaluio - AEpKU €€ B YUCTOTE U 3a7aBail ceOe BOMpOC: XOTeN Obl ThI, YTOOBI
JpyrHe MoJb30BaTeIN BUIEIH, YTO ThI 3arpysxkaemib? [lonymail, mpexiae 4yem 4To-To onyOJIuKOBaTh,
Hanucath U 3arpy3uTh;

Ecnu ThI roBOpHILB C JIOABMH, KOTOPBIX HE 3HACIllb, HE UCIOIb3yH CBOE PEAIbHOE UMS U JAPYTYIO
JUYHYIO HH(OPMALIMK: UMsI, MECTO KUTEIILCTBA, MECTO y4eObl U MpoyYee;

W3Geraii pazmemienust pororpaduit B MHtepHere, rae Tl n300pakeH Ha MECTHOCTH, IO KOTOPOH
MOYKHO OTIPE/IEITUTh TBOE MECTONOI0KEHUE;

[Tpu peructpanuu B COUAIBHON CETH HEOOXOIUMO UCIIOIB30BATh CIOKHBIE TAPOJIU, COCTOSIINE U3
OyKkB 1 LU(]p U C KOJIMYECTBOM 3HAKOB HE MeHee §;

JUis colManbHON CeTH, MOYThI M IPYTUX CaHTOB HEOOXOIUMO HUCIIOJIb30BaTh pa3Hble maposu. Toraa
ecyii Te€0s B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKH MOJy4aT JOCTYI TOJIBKO K OJJHOMY MECTY, a HE BO BCe

cpasy.

SJIEKTPOHHBIE JEHbBI'!

DNEKTPOHHBIE JIEHBIH - 3TO OYEHb YJOOHBIN croco0 IuiaTeke, OJHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE€ XOTAT MOJYYUTh 3TU ACHBIU.

DNEKTPOHHBIE JEHBIM MOSABWINCH COBCEM HENABHO M MMEHHO M3-3a 3TOT0 BO MHOTHUX IOCYAapCTBaX
JI0 CHX IOp HE MPONHCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKUMOHUPYIOT U O HUX YK€ MPOMHMCAHO B 3aKOHE, IJle UX DPa3AeNaioT Ha
HECKOJIBKO BHJIOB - AaHOHHMHBIE M HE aHOHMMHbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaercs MpoBOAUTH onepannu 6e3 UIeHTH(PHUKAIMH [T0JIb30BaTelIs, 8 B HEAaHOHUMHBIX
UICHTU(DUKAIMS TT0JB30BATEINS SIBISETCA 0053aTEIBHOM.

Taxxe ciieqyer pa3auyarh dJI€KTPOHHbIE (pUaTHbIE JEHBIU (PaBHBI FOCYAApCTBEHHBIM BallOTaM) U
AJIEKTPOHHBIE He(UATHBIE IEHBIH (HE PaBHBI FOCYIaAPCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI MO OE30MaCHON PadOTe C NEKTPOHHBIMU JI€HbIAMH:

[TpuBsixM K cueTy MOOWIBbHBIN TeneoH. DTO caMblil yIOOHBIN U OBICTPBINA CIIOCOO BOCCTAHOBHTH
JoCTyM K cyery. [IpuBs3aHHbIi TenedoH MOMOXKET, eciau 3a0yAelIb CBOW TUIATEKHBIN Mapoib WU
3alIelllb Ha CAlT C HE3HAKOMOI'0 YCTPOMCTBA;

Hcnons3yit ogHopasoBsle nmaponu. [locie mepexona Ha YCHWJIEHHYHO aBTOPU3ALUIO TeOE yKe He
OyAeT yrpoXkaTb OMaCHOCTb Kpa)Ku MJIM NepexBarta MIaTeKHOTro napoJis;

Bri6epu crnoxxubii maposs. [IpectymHukam OyeT He MpOCTO yrajaTh CIOXKHBIN mapoib. HanexxHbie
Napojiu - 3TO HapoJIM, KOTOPBIE COAEpk AT HE MEHee 8 3HAKOB M BKIIIOYAIOT B C€0S CTPOYHBIE U
NpONUCHbIE OYyKBbI, HU(PHI W HECKOJbKO CHUMBOJIOB, TaKuWe Kak 3HaK Joijapa, (QyHTa,
BOCKJIMIIATEIIbHBIN 3HAK | T.11. Hanpumep, $tROng!;;

He BBOZM cBOM ITMYHBIE JAHHBIE HA CaiTax, KOTOPBIM HE JOBEPSECIIb.

IJIEKTPOHHAS ITIOYTA
DNEeKTPOHHAs [10YTa - 3TO TEXHOJIOTUS U MPEJOCTABIIIEMBIE €10 YCIYTH 0 NEPECHUIKE U MOIYUEHHIO
ANIEKTPOHHBIX COOOILIEHUM, KOTOpbIE pACHPEAENAIOTCS B KOMIbIOTEpHOW ceTh. OObIYHO



3IEKTPOHHBIHN MIOYTOBBIM ALK BBITJISIAUT CJIEIYIOIIUM obpa3zom:
UMs_TIONb30BaTeNsi(@UMs_JoMeHa. Takke KpoMme IepeAadyd MpOCTOT0 TEeKCTa, HMeeTcs
BO3MOXXHOCTb NIepeiaBaTh (Paisbl.

OcHOBHBIE COBETHI MO 0€30MacHOM paboTe C MEKTPOHHOM MOUTOM:

Hazno BbIOpaTh MmpaBUIIBHBIN MOYTOBBIN cepBHUC. B MHTepHETE eCTh OrpOMHBIN BBIOOP OecIIaTHBIX
MIOYTOBBIX CEPBUCOB, OJIHAKO JIYYILIE IOBEPATH TEM, KOT'O 3HACIIb U KTO MEPBbII B PEUTHUHIE;

He ykaspiBaili B Ju4HOM mnouTe JuuHylo uHpopmauutoo. Hampumep, nydiie BbIOpaTh
"My3bIKanbHbIA _(aHaT@" win "pok2013" Bmecto "temal3";

Hcnonbs3yil ABYX3TallHYHO aBTOPU3alMI0. JTO KOrJa MOMHMMO Mapojis HYKHO BBOJIHUTH KOJ,
MpUChIIaeMblidl 10 SMS;

BriGepu cioxubiit maponb. g KaxkIOro MOYTOBOTO SIIIMKA JOJDKEH OBITh CBOWM HaJIeKHBIH,
YCTOWYMBBIN K B3JIOMY NApOJIb;

Ecnu ecTh BO3MOXHOCTh HAIllUCATh CAMOMY CBOM JIMYHBIN BOIPOC, UCIIOIb3YH 3Ty BO3MOXKHOCTH;
Hcnonp3yld HECKOIBKO IOYTOBBIX SAIIMKOB. [lepBBIM 11 4acTHOM IIEPENUCKM C ajgpecaTaMmy,
KOTOPBIM ThI JOBEpsCIIb. JTO JJEKTPOHHBIN aApec HE HAJI0 HCIOJIb30BaTh IPU PETHCTPALMM HA
dbopymax u caittax;

He oTkpsiBail Qaitsibl U Apyrue BIOKEHHUS] B MUChMAX, JIaXe €CIIM OHU MPHIILIN OT TBOUX JpY3eil.
Jlyunie yTOYHU y HUX, OTIPABJISIIN JIU OHU TeOe 3T (ailiibl;

[Tocne okoH4aHusI pabOTHI HA TTOYTOBOM CEPBHUCE TMEPE]l 3aKPHITUEM BKIIAJKU C CAUTOM HeE 3a0yib
Ha)xaTh Ha "BeriTu".

KUBEPBYJUIMHI' N1JIX BUPTYAJIBHOE U3IEBATEJIBCTBO

KubepOymmuar - mpecienoBaHue COOOLICHUSIMU, COJAEPXKAIIMMH OCKOpPOJIGHUS, arpeccuio,
3alyTuBaHue; XYJIUTAHCTBO, COIMAJIbHOE OOMKOTHpPOBAHWE C TOMOIIBIO PA3NMYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 60pHOE ¢ KHOEPOYIITUHTOM:

He Opocaiics B 60i. JIydmmuii cioco0: MOCcoOBEeTOBAaThHCS KaK ce0s BECTH M, €CJIM HET TOTO, K KOMY
MO>XHO OOpaTUThCSA, TO BHAYalle YCIOKOUThCS. EcCiau Thl HayHENIh OTBEYaTh OCKOPOJICHUSIMU Ha
OCKOPOJIEHHUSI, TO TOJIBKO €111 0O0JIbIIE PA30XKIKEITh KOH(DIUKT;

VYmpasistii cBoeii kubeppernyTaiueii;

AHOHUMHOCTh B ceTH MHUMAas. CyIIeCTBYIOT CHOCOOBI BBISCHUTH, KTO CTOWT 332 QHOHHUMHBIM
AKKayHTOM;

He crout Bectm xynuraHckuil o0pa3 BUPTyalnbHOW >Xu3HU. VHTEepHET (PUKCUPYET BCE TBOU
NEHCTBUS ¥ COXPAHSET UX. Y JAIUTh UX OYIET KpailHe 3aTPyIHUTEIHHO;

Co0mroaii cBOIO BUPTYAIIbHYIO Y€CTh CMOJIONY;

Urnopupyit  enuuHuuHbld  HeratuB. OJHOpa30Bble  OCKOPOMTENbHbIE  COOOIICHHS  Jy4llle
urHopupoBaTh. OOBIYHO arpeccus MpeKpamaeTcs Ha Ha4allbHOM CTaInuu;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOINCHUSIMH, B COITMAIBHBIX CETSIX €CTh
BO3MOKHOCTb OJIOKUPOBKU OTIPABKH COOOIIECHUH C OMPEICTICHHBIX aIpEeCOB;

Eciu Th1 cBuperens kuOepOymwmmHra. TBOM JEHCTBUS: BBICTYNHUTH IPOTHUB IPECIIEIOBATENS,
MOoKa3aTh €My, YTO €r0o JEHCTBHS OIICHUBAIOTCS HETATUBHO, MOJACPXKATh )KEPTBY, KOTOPOU HYKHA
TICUXOJIOTMYECKask IOMOII[b, COOOIIUTH B3POCIBIM O (DAKTE arpeCCUBHOTO MOBEICHUS B CETH.

MOBWJIbHBIA TEJE®OH

CoBpeMenHble CMapT(OHBI M IUIAHIIETHl COAEPXKAaT B cede BIOJHE B3POCIBINA (YHKIHOHAN, U
TENepb OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOoMIbIOTEpaMu. OJIHAKO, CPEACTB 3AILUTHI
JUISE TIOJIOOHBIX YCTPOMCTB IMOKAa OYEHb Maslo. TeCcTHpOBaHWE M TIOWCK YSI3BUMOCTEH B HHX
IPOUCXOJUT HE TaK MHTEHCHUBHO, Kak Ju1s 11K, To e camoe kacaercs 1 MOOUIIBHBIX TPUIIOKEHHM.
CoBpeMeHHbIe MOOMIIBHBIE Opay3epbl YK€ MPaKTHYECKU JOTHAJIM HACTOJbHBIE AHAJIOTH, OJHAKO
paciupenne pyHKIMOHAIA BIeYeT 3a cO00i OOJIBIIYIO CII0KHOCTh U MEHBIIIYIO 3alMIIEHHOCTb.
Jlasieko He Bce MPOU3BOJUTENN BBITYCKAaIOT OOHOBJIEHMS, 3aKPbIBAIOIINE KPUTHUECKHUE YSI3BUMOCTH
JUIsl CBOMX YCTPOMCTB.



OcCHOBHBIE COBETHI [T 0€30MTACHOCTH MOOHMIIBHOTO TeleoHa:

Huuero He siBnsieTcst nmo-HacrosiuieMy OecriaTHbIM. Byib ocToposkeH, Beqb Koraa Tede mpeajiararot
OecriaTHBIA KOHTEHT, B HEM MOT'YT OBITh CKPBIThl KaKHE-TO TUIaTHBIE YCIYTH;

Jymaii, npexnae yem otnpaButb SMS, ¢oro mnm Bujaeo. Thl TOYHO 3Haellb, I/I€ OHM OYyAyT B
KOHEYHOM uTOoTre?

Heo0xo1MMo 0GHOBIISITH ONIEPALIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Wcnonb3yit aHTUBHPYCHBIE TPOIPAMMBI JJ11 MOOMJIBHBIX TEJIE(OHOB;

He 3arpy:xaii npunoxeHus oT HEM3BECTHOTO UCTOYHMKA, BEIb OHU MOTYT COJEPKAaTh BPEIOHOCHOE
nporpaMMHOE oOecrieyeHue;

[Tocre Toro kak Thl BBIMJENIL C caiiTa, T/ie BBOJAWI JUYHYIO MH(QOPMAIUIO, 32l B HACTPOUKH
Opay3epa u yaanu cookies;

[leproauuecku mpoBepsiii, Kakue MIaTHbIE YCIyTU aKTUBUPOBAHBI HA TBOEM HOMEpE;

JlaBaii cBoil HOMep MOOWUIBHOTO TenedoHa TOJMBKO JIOASM, KOTOPBIX Thl 3HACllb U KOMY
JOBEPSEIID;

Bluetooth nomxeH ObITh BBIKITIOUEH, KOT/1a Thl UM HeE MoJib3yelbes. He 3a0biBaii MHOT1a MPOBEPSITH
3TO.

ONLINE UI'PbI

CoBpeMeHHBIE OHJIAMH-UTPBI - ATO KPAaCOUHbIE, 3aXBATHIBAIOIINE pa3BiICUCHUs, OOBEIUHSIONINE
COTHU THICSY YEJIOBEK MO BceMy MHpy. Urpoku McCiaenyloT AaHHBIA UM MHp, OOIIAIOTCS JIPYT C
JPYTOM, BBIIOJHSIOT 3aJaHusl, CPAXKAIOTCSI ¢ MOHCTPAMU M MOJIYYalOT OMBIT. 32 yIOBOJIBCTBUE OHU
IUIATAT: MOKYNAIOT AUCK, OIJIaYMBAIOT AOOHEMEHT W MIPUOOPETAIOT KAaKUE-TO OIIUU.

Bce stu cpenctBa mayT Ha moOJEp)KaHWE W pa3BUTHE WIPHI, a TakKe Ha caMmy O€30MacHOCTb:
COBEPIIECHCTBYIOTCSI CHCTEMbI aBTOPU3alIMH, BBIITYCKAIOTCSI HOBBIE TAaT4YH (IIU(POBHIE 3aTUIATKH IS
IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B monoOHBIX urpax CTOUT oOmacaTbCsi HE CTOJBKO CBOMX COIEPHHMKOB, CKOJIBKO Kpaskd TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIMU OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOTO aKKAYHTA!

Ecnu npyroit urpok Beaer ce0s MI0X0 UM CO3JaeT Tebe HEMPUITHOCTH, 3a0J0KUPYH €ro B CIUCKE
UT'POKOB;

[Mosxanyiicss aAMUHUCTPATOPaM UTPHI HA TUI0XO0E MOBEECHHE 3TOT0 UTPOKA, KEJNATEIbHO MPUIOKHUTD
KaKHe-TO JI0Ka3aTeNbCTBa B BU/IE CKPUHOB;

He yxa3zbiBait muunyto nadopmanuio B mpodaiine urpsi;

YBaxai Ipyrux y4aCTHUKOB 110 UTPE;

He ycTanaBnuBaii HeopuimaabHbIe TaTYH U MO/IBI;

Hcnonb3yi CIOKHBIE U Pa3HbIE APOJIN;

Jla>xe BO BpeMst UTPBI HE CTOUT OTKIIIOYATh aHTUBHUpYC. [loka ThI Urpaemb, TBOW KOMITBIOTEP MOTYT
3apa3uTh.

OUIINHI NN KPAXKA JIMYHBIX JTAHHBIX

OObBIYHOM Kpakell JeHer M JOKYMEHTOB CETOJHS YK€ HUKOTO HE YIWBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOT U 3JI0yMBIIIIEHHUKH TIEPEMECTUIIUCH B UHTEPHET, U MPOAODKAIOT 3aHUMAThCS
"Tr0OUMBIM" IEJIOM.

Tak mosiBUiIach HOBasl yrpo3a: WHTEPHET-MOLICHHUYECTBA WM (DUIIMHT, TJIaBHASA LEIb KOTOPOTO
COCTOWUT B TOJYYEHUU KOH(UICHIMATBHBIX NAHHBIX MOJB30BaTeNel - JOTMHOB M maposieid. Ha
aHrnuickoM s3bike phishing uurtaercs kak ¢umunr (ot fishing - peibnas noBns, password -
napoJb).

OcHOBHBIE COBETHI IO OOpHOE C PUITUHTOM:

Cnenn 3a cBOMM akkayHTOM. Eciau Thl mojo3peBaelllb, YTO TBOS aHKeTa ObLIa B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKMpPOBaTh €€ U COOOLIUTH aJIMUHHCTpPATOpaM pecypca 00 TOM KaK MOXKHO
CKoOpee;

Ucnonp3yii 6e3onacHble BEO-CalThl, B TOM YUCIIE, UHTEPHET-MAara3uHOB U IIOUCKOBBIX CHCTEM;



Hcnonp3yit cnoxHbBIE © pasHble Napoyiu. TakuM o0pa3oM, eciau TeOs B3JIOMAroT, TO
3JI0YMBIIUIEHHUKH MOJIyYaT JOCTYI TOJBKO K OHOMY TBOEMY IPO(UIIIO B CETH, a HE KO BCEM;

Ecnu Te6s B3nmomaiu, To HE0OX0AUMO PEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE 100aBICHBI Y
Te€0s1 B JPY3bsiX, O TOM, YTO T€Os B3JIOMAaJd M, BO3MOXHO, OT TBOETO UMEHHU OYAET pacchbuIaThCs
CIlaM ¥ CChUIKU Ha (PMIIIMHTOBBIEC CANTHI,

YcranoBu HajnexHbIH apoiib (PIN) Ha MoOMIBHBIHN TenedoH;

OTKIII0YM COXpaHEHHE MMapoJisi B Opaysepe;

He oTkpsiBail Qailsibl U Apyrue BIOXKEHHSI B MUCbMax, J1a)ke €CJIM OHU MPHIILIM OT TBOUX ApYy3eH.
Jlyurie yTOYHU y HUX, OTIPABIISLIN JIM OHU TeOe 3TH (ailibl.

HUD®POBASA PEITYTALIUA

[luppoBas penyranmusi - 3TO HEraTMBHas WIM NO3UTHBHasg HWHpoOpManus B CeTH O Tebe.
Komnpomerupyromass uHpopMmaiys, pa3MelIeHHAas B HHTEPHETE, MOXET CEphe3HbIM 00pa3oM
OTpa3uTbcad Ha TBOeH peanbHOM xu3HU. "LludpoBas penmyraums" - 3TO TBOM HMMHUIK, KOTOPBIA
dopmupyetcs U3 UHGoOpMauu o0 TeOe B MHTEPHETE.

TBoe MecTo >XKUTENbCTBA, yueObl, TBOE (UHAHCOBOE IOJOKEHHE, OCOOCHHOCTH XapakTepa Hu
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHor#e moApOCTKA JETKOMBICICHHO OTHOCATCS K ITyOJUKAIUK JIMIHON nHpopmanmn B HTEpHETE,
HE MOHUMasi BO3MOXHBIX MOCIEACTBUM. Thl axke HE CMOKEIIb 0rafaTbes 0 TOM, uTo (oTorpadus,
pa3MelneHHas 5 JeT Ha3al, cTajla IPUYMHOM 0TKa3a NPUHATH TeOs Ha paboTy.

Kommenrtapun, pasmemenue tBoux (ortorpaduii m apyrue NEeHCTBUS MOTYT HE HCUYE3HYThH JaKe
1I0CJIE TOTO, KaK Thl UX yJIadullb. Thl HE 3HACIIb, KTO COXPAaHWI 3Ty MH(POpPMAIIMIO, [T0TaJIa JTU OHA B
MIOMCKOBBIE CUCTEMBI M COXPaHMUJIACh JIU OHA, a TJIABHOE: YTO MOJyMaIOT O Te0e OKpYXKarollue JII0/IH,
KOTOpbIE HalIyT U yBUAAT 3T0. HaliT MH(OpMaLKi0O MHOTO JIET CIYCTS CMOJKET JIto0OM - Kak u3
TOOPBIX TOOYKACHHUN, TaK i C HAMEPEHHEM MTPUYNHUTH BpE. DTO MOXKET OBITh KTO YTOJIHO.
OcCHOBHBIE COBETHI 110 3aIUTE U(PPOBON penyTaiuu:

[Tonymaii, mpexie 4em 4To-To MyOJIMKOBATh U NepeiaBaTh y ceOs B 0J1ore WK B COLMAIBHON CETH;
B mactpoiikax mpoduias yCTaHOBH OTpPaHWYCHHsS Ha MPOCMOTP TBOETO MpoduiIs W €ro
COZIEPKUMOT 0, ClIeTal ero TOJIbKO "I Apy3en’;

He pa3mernaii u He yka3piBail HHOOPMAIIHIO, KOTOPask MOXKET KOTO-TH00 OCKOPOIIATh UIIH OOMXKATh.

ABTOPCKOE ITPABO

CoBpeMeHHbIE IIKOJIBHUKU - aKTHBHBIE MOJIb30BATENN U(PPOBOro mpocTtpaHcTBa. OJHAKO JaJIeKo
HE BCE 3HAIOT, YTO MOJIb30BAHNE MHOTUMH BO3MOXKHOCTSIMU IIU(PPOBOTo MHpa TpedyeT coOI0AeHUs
IIPpaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH "HHTENIEKTyallbHasgs COOCTBEHHOCTh" OTHOCHUTCS K Pa3jIMYHbIM TBOPEHUSIM YEIIOBEYECKOTO
yMa, HauWHas C HOBBIX M300pETEHUIl M 3HAKOB, 00O3HAUYAIOIIUX COOCTBEHHOCTh HA MPOIYKTHI U
yCIOyTd, W 3aKaHuuMBas KHUTamH, (oTorpadusiMu, KUHODUIBMAMH W MY3BIKAJIbHBIMU
IIPOU3BEICHUSIMU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha MHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha INPOW3BENEHUS HAYKH,
JUTEPATypbl M HUCKYCCTBAa. ABTOpCKME IIpaBa BBICTYNAIOT B KauyeCTBE TapaHTHM TOIO, 4YTO
MHTEJJIEKTYaJIbHBIN/TBOPUECKUI Tpya aBTOopa He OylIeT HampacHbIM, JACT €My CIpaBeIJIMBbHIC
BO3MOXXHOCTH 3apaloTaTh Ha pe3yjbTaTaX CBOETO TPYJa, MOJYYUTh W3BECTHOCTh M MpPHU3HAHUE.
Hukro 6e3 pa3pemieHusi aBTopa HE MOXET BOCIPOHM3BOJIUTH €r0 MPOU3BEACHHE, PACIPOCTPAHSTH,
nyOJIMYHO J€MOHCTPUpPOBATh, MPOJABaTh, HMIIOPTUPOBATH, IYCKaTh B MpPOKAT, IyOJIWYHO
UCIIOJIHATh, TOKA3bIBATh/UCIIONHATH B 3(hupe unu pazmemiats B UHTEpHETE.

Hcnonp3oBanue "muparckoro” mMporpaMMHOTO 0OECIEYeHHsT MOXKET MPUBECTH K MHOTMM PUCKAM:
OT TOTEepU NAHHBIX K TBOMM AaKKayHTaM N0 OJIOKHPOBKH TBOETO YCTPOMCTBA, TJ€ yCTaHOBIJIEHA
HelslerajpHas nporpamma. He crout takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHbIE M O€CIUIaTHbIE
IIPOrpaMMBbl, KOTOPbIE MOKHO HAalTH B CETH.



